BOX

Internet Access Control

IACBOX Classroom edtion

You just got your brand new IACBOX Classroom edition, the software has been installed, the license is online and registered.
Now what's next?

Some preparatory work has already been done in the Classroom edition, but no two schools are the same, so it's now time to
create your individual configuration. To do this, log in to the WebAdmin Interface of your IACBOX with an admin user.

.’ Step 2 o® Step3 ' Step 4 o® Steps
¥ Create users o® Manage users .. Create guest users o Login page

This is exactly what the menu Users/Tickets > Templates is all about. This is the level you regulate Internet access for your
different user groups. IACBOX issues for every user who logs on to the system a ticket in the background with criteria such as
period of validity, data or time credit, Application Control profile, access times etc. based on this template. Therefore, each user
group needs its own ticket template.

Students and teachers are the most obvious user groups on the school network, but there could be others too: What about

parents who come to the consultation hour? Are there guests or guest lecturers, for example at events? Are school-owned

devices such as tablets given to students or are there some that are used by many and are to be viewed as separate user
?

groups?

The IACBOX Classroom edition comes with prepared templates for the different school levels and teachers, which you can
edit as required. If there is nothing suitable for you, you can also create completely new templates.

{2 Dashboard

&8 Users /Tickets Ovenview  Ticket Prefixes  Sort Order - WebAdmin

Overview * d=days | h=hours | m=minutes
Templates - _ _
Description Fixed Bandwidth Time Credit * | Ticket Type | Session / Download Limit | Ticket Price | Expiration

Create ticket & O & classname 1 School level 1-4 unlimited | Flat Rate | unlimited / unlimited 000 EUR 300 days g
s ; E’/ Class name 2 School level 5-8 unlimited | Flat Rate | unlimited / unlimited 0,00 EUR | 300 days
O [# ciassname3 School level 9-12/13 unlimited | Flat Rate | uniimited / uniimited 000 EUR 300 days
O @ cuests Guests 1d 00h 00m | Flat Rate | 10000 MB/10000MB | 000EUR 7 days

O @ | institute 1 University / Professional School / College unlimited  Flat Rate | unlimited / unlimited 0,00 EUR | 300 days

Bulk

Autologin devices

O [ | seminar ‘Seminar unlimited | Flat Rate | unlimited / unlimited 0,00 EUR | 365 days
Ticket defaults.

BEEEERREER
J9a0a04a9a94a
& i g & &N
MXKNEMEXN

O [ | Teaching staft Teaching staff unlimited | Flat Rate | unlimited / unlimited 0,00 EUR  unlimited

& Network

With the Classroom edition you also have the option of creating different Application Control profiles. In this way, you can
ensure that students cannot access unwanted applications by blocking them, limiting their bandwidth, or just logging them
for monitoring. Different profiles can be created for different age groups. We already prepared some templates in the
Classroom edition. The included module provides a comprehensive evaluation of the data that was recorded via the IACBOX
over the last 14 days. Find it under Network > Application Control PRO.

HINT: Give each class a dedicated ticket template with Application Control profile with an unmistakable name. To do this, copy
the ticket template most suitable and save them with the respective class name. This will give you a better overview. When the
school year changes, you can easily transfer the users of one class to another — see step 2.




,’ Step 1 ." Step 3 " Step 4 .'.' Step 5

o Ticket templates o7 Manage users o®® Create guest users Login page

Now let’s switch to the individual users. To ensure that online access is secure and controlled, every permanent user, such
as pupils / teachers, needs individual access credentials. These are listed on the IACBOX. If the IACBOX is to take over the
administration here, we speak of local users. The relevant menu can be found under Users/Tickets > Users.

& Users / Tickets
&8 Users /Ticke User  Upload profile

Overview

Tenplores

Create ticket
Show 25 | records Search

Users

- Username 4 Password < Description 4 Ticket Template

Bulk
Lgrey r3gsb Lisa Grey grey@school.com Class name 1
Autologin devices. m.smith yafem Max Smith m.smith@school.com Class name 1
Ticket defaults s.hunt fr33a Sophia Hunt s.nunt@school.com Class name 1

s jones Tyjgu Sam Jones s jones@school.com Class name 1
&h Network

Showing 1 to 4 of 4 entries
5] Login methods

E2 Loginpage

(S

Filename: Datei auswahlen | Keine ausgewanit

Upload profile:  Default v

[ settings

Upload option:  Insert / Update v

£ Monitoring Upload

There are several ways to create local users. You can:

1. ... create individual users freely and assign ticket templates and profiles. This is a handy thing if someone joins in during a
current school term.

2. ... upload a list (in CSV format) with the user data. This is what you'll probably do when you first set up your IACBOX, or
once each year for every new first class on the school and update existing classes. When uploading, you assign a user template
(e.g.: ,,Class 1“). (You create the profiles in advance under Users/Tickets > Users > Upload profile so that you do not have to make
every setting manually for each student and assign a ticket template.) You can also note passwords for the users in the list,
or have the IACBOX generate the passwords. There can be as many lists as there are user groups: per class, per year, faculty,
etc. The lists can be downloaded for revision and edited in Excel or any other spreadsheet appliance.

A B @ D E
1 |User name Password Description® Name Email
2 |m.smith Max Smith m.smith@school.com
3 |l.grey Lisa Grey l.grey@school.com
4 |s.jones Sam Jones s.jones@school.com
5 |s.hunt Sophia Hunt s.hunt@school.com
7]

HINT: Use an export from the database in which all students or teachers are saved.

Edit the list in a conventional spreadsheet such as Excel and enter the desired password (if you leave this field blank, the IACBOX
will automatically generate a password). The database ID of each person they use at school can be used as the username for
login or If you prefer other usernames, insert them in the description field.

3. ... edit or delete individual users, manage their tickets, renew or delete them, for example if the student leaves, changes
mobile device, has reached a different age group and should therefore receive a different Application Control profile, etc. At the
turn of the school year, a new list can be uploaded, in which the name of the template for the class can be exchanged and
newly added / exchanged students can be added. You can choose in the upload options whether the list on the system should
be updated or completely deleted and replaced.




Would you prefer to leave the administration of your permanent users and their passwords in the school database? In this
case, you have the option of authenticating the users via this database. Now the users no longer appear in the user overview,
but their tickets are displayed in the ticket overview as soon as they have logged in (Users/Tickets > Overview). This is a
different login method; the menu Login methods > External authentication is responsible for this. Clicking on Create opens a
dialog where you can first select the type of backend (Active Directory, Radius, etc.) and then assign a ticket template and
define attributes for each class or other user groups.

HINT: The ticket templates supplied are examples that you can copy and edit for each class, or use them directly without any
changes, just as you wish. In any case, give each class a unique name, because this is the determining filter for your ticket
overview. More details in the appendix.

e Step2 Step 4

e Steps
e® (reate users v .' Create guest users

e® | ogin page

" Step 1

.’ Ticket templates

As already described under step 2, you can assign a password yourself or the IACBOX will do it. Normally, that means,
when the Remember me feature is active (Settings > General > System), the user only needs to enter his password when he
logs in for the first time. However, if the ticket period has expired, if the user has a new device or if the system has been
restarted, it is possible that the password has been forgotten in the meantime and needs to be checked. This, as well as
editing, deleting and managing, is easily possible in the menu Users/Tickets > Users. (When authenticating via the school
database, the latter takes on this part.)

HINT: There is a Forgot password option on the login page. The student gives his email address and receives a message with
a link to set a new password. Also a possibility for independent login: If the students are registered as users (i.e. with email
address) on the IACBOX, they can independently set a password by simply clicking on Forgot password on the login page.

.’ Step 1 .’ Step 2
, Ticket templates .’ Create users

' Step 5

o7 Loginpage

agy Step 3
“®» Manage users

Are there school events, weekly consultation days, etc. where guests are also allowed to log in? Free registration is ideal
for this. This can be activated and deactivated, which gives you the option of offering guest access either permanently
or only at the time of the event.

The relevant menu is Login methods > Free login. Clicking on Activate opens a profile in which you can make various set-
tings, from a time credit to the question of when and how often or at what interval a guest can log in again when the
ticket has expired. Don't forget to save. The login method is active until you click Deactivate again. Your created profile
will be saved until you overwrite it with a new one.

&% Users/Tickets

Status: Deactivate

Time Credit: 30 minutes Description: 30 min, 300 MB per day

& Network

&S] Login methods

Free login

Expires afterLogout: (] Ticket Type: Flat Rate v

Hotel software (PMS) Ticket Limit Mg ® unlimited Max Downlead Bandwidth: 1 Mbit's °

SMS & email Maxidle Time: 60 i Max Upload Bandwidth: 1 Mbits °

Social networks Repeat Interval:  immediately ~ Max Repeat: unlimited

Online payment Port Filter Group: ~ Global v Application Control Profile:  Default Profile  ~

External authentication Bypass Web Filter: (]
E8 Login page PMS Authentication required:  [J

Hide PMS Free Login Popup: (] PIS Free Login Popup message:  Free Internet Access:\nUse http://logoff.now to

(S

logoff or upgrade your ticket at any time!

4
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Here, too, we have already done preparatory work and designed the login page ready for school design with a suitable
background image and classroom wifi logo. Either you leave the login page as it is set by default, choose the background
image that suits you best or upload your own background image and logo.

y LS I

clussrppi,

Clossyoomi oA
\ai L AZLTL

Login Login

Username
Usemame

Password
password

Forgot your password?
Forgot your password?

[ ragreeto the terms of use
[ 1agree to the terms of use

Privacy Policy
Privacy Policy

State: logged out | 17230.0.1 | 123456:AABB:CC

English v

Login

State: logged-out | 172.30,0.1 | 123456:AABB:CC

English v
'© 2020 Schule Legal Notice

NS I~ o s St e o - e L B AN

© 2020 Schule Legal Notice

Background image classroom1.jpg Background image classrooms3.jpg

Adaptation of the login page - this is how it works:

WebAdmin > Login page > Local Login-API

Under loginapi>config click on main.config, you will now see the console on the right (area with a black background),
in which you can make the desired changes. In the tree structure, open additionally htdocs>images - there you can see
all existing background images, logos, etc. (You can upload your own images and logos by clicking the right button of
your mouse.)

Classroom Edition (active) v

d-- ] loginapi conFimalnconfig
L conf

i L lang
i [ main.config profile-desc - Classroom Edition
i @ system_local.config
[ hedocs

- il css

: favicon.ico

i-- L] fonts

- ) forgotpassword php

- ] images

[ chevron_down_grey.png
[ classroom1 jpg
classroom2 jpg

lassroom3.jpg

lassroom_logo.png
ogin_bg_fulljpg

loginbg jpg

login_logo.png
p018_ozean.jpg
sunshine_highschool_logo.png
e mdexphp
-~ @| index_view.php

0
}-- ) legal.php

plugins - ticket, status

b ) nrivaen nalios nhn

You have uploaded your pictures, now it's a matter of making them visible on the login page. Switch to the console and
make your changes there. The terms in yellow need to be exchanged, use the exact terms from the images list.




Classroom Edition (active) v

- lj loginapi e ff e T
. [[] conf
- [ lang
[@ main.config ofile-desc - Classroom Edition
[ system_local.config
[ hidocs
e 1] ess
- [ favicon.ico
.- [ Fonts
@| forgotpassword.php
L) images
chevron_down grey.png
classroom jpg
. B dassroom2,jpg
« [E classroom3.jpg
classroom_logo.png
login_bg_Fulljpg
loginbg.jpg
login_logo.png
. 018 ozeanj
ST e e
@) index.php

@) index_view.php

-l is
- @] legalphp

plugins - ticket, status

we @) evriwacy nolicu nhn

Sunshine
High School

Login

Username

Password

Forgot your password?

[ tagreetothe temsofuze HINT: You can view your login page at any time by
Privacy Polic
T clicking the preview button at the top right. But

be careful: don't forget to save beforehand!

State: logged out | 172.30.0.1 | 12:34:56:AA:BB:CC

English v

If you want to offer different login methods or require different login pages, you can set this up by configuring VLANS.
You can find a detailed description of this in our online documentation on . If no VLANSs are to be configured,
different login methods can be displayed in tabs on the login page. For example, if you want to provide free access for
visitors for a certain period of time.


https://secure.asteas.com/manual/19.0/network/vlans.html?highlight=vlan

T ; ‘
| B i

0044000
14000
94——900-

040

Sunshine
High School

S = Guest

Free Internet
D I agree to the terms of use

Privacy Policy
Login

State: logged out | 172.30.0.1 | 12:34:56:AA:BB:CC

© 2020 School Legal Notice

- A Ak —

That's how it's done:

Under Login methods > Free login define how the free access should look (time credit, bandwidth, etc.), then switch back
to the console in menu Login page > Local Login-API and add the word "free" to plugins. The order from left to right in
the line is the same in which the tabs will appear on the login page, so decide where you want it to be positioned and
place it there.

conf/main.config

plugins = ticket, status, free




APPENDIX: Settings and services of the IACBOX Classroom edition

Ticket templates are the level where most of the parameters for online access are set. Every school is different, so all
of the templates provided can be copied or modified with ease, but you can also create your own templates. The list of
templates is in alphabetical order. It is not limited in number. For a clearer overview, we recommend naming them in a

consistent way and deleting templates that are not needed.

Here is an overview of the presettings of the Classroom edition.

Template Name

Copy the

appropriate template
for each class, change
it if necessary and give
it a clear name. It then
serves as a filter in the
ticket overview

Description

Our ticket templates
take into account age
and the equipment
that might be used in
class

Expires after days

We assume creation

of the pupils’ ticket in
autumn and expiry after
ten months = before the
next main school
holiday. The user list
should be checked every
year

Max devices

Settings AppCon PRO
profile

Software updates are
logged for all profiles.
Updates can strain the
available bandwidth, so
it's good to watch them.
The rest of the
restrictions is scaled
according to age

nal school / college
adults

1 tablet or laptop, 1
smartphone

Class name 1 School level 1-4 300 1 No gaming, no strea-
children ming, no social media,
no chat
1 tablet
Class name 2 School level 5-8 300 2 No gaming, no enter-
children/teens tainment streaming
services, Vimeo and
1 tablet, 1 smartphone Youtube as well as
WhatsApp are logged, no
social media
Class name 3 School level 9-12/13 300 2 No gaming, no enter-
teens/young adults tainment streaming
services, chats and social
1 tablet or laptop, 1 media are logged
smartphone
Teaching staff Adults Unlimited, as there is 3 No restrictions
probably no annual
1 tablet, 1 smartphone, [ change
1 laptop
Institute 1 University / professio- | 300 2 No gaming




Module Privacy Toolkit

The Privacy Toolkit module, which is included at a special price, corresponds to the fully functional regular module. It is
used to meet the requirements of the GDPR with the best possible comfort. It is located in the WebAdmin navigation
under Settings.

The configuration check is displayed as the first tab.

L.I'L.I Dashboard Configuration Check Data Processing Register Text Templates Settings

&% Users / Tickets

Show system health notifications if
privacy checks fail:

Save

% Network
o= Login methods

@ Login page

IEE Printing
|m Settings
— Successful settings checks
General Privacy policy should be active =
,.
WebAdmin Privacy policy contact has to be set 4
WebAdmin users must have real names Z‘
Data privacy .
Deletion options should be active 4
Privacy Toolkit Deletion/anonymization period should be less than 6 month [4

Connection tracking EEIE S

Ml No entries
103 Syst -
88 System Problematic settings

No entries

[EJ Security

It is recommended to follow the warnings displayed there. In order to ensure responsible and GDPR-compliant handling
of user data, the confidentiality agreement should be activated under the Settings tab.

Configuration Check Data Processing Register Text Templates Settings

Activate confidentiality agreement:

Save

This setting means that the WebAdmin user (who should be created with a clear name and separately for each person with
access, e.g. John Doe instead of generic terms such as management or administrator) must agree to the

confidentiality agreement when logging in for the first time. The full text is stored under the Text Templates tab and
linked in the consent notice. The approval is noted with a time stamp in the list of WebAdmin users under the System

menu item.
Configuration Check Data Processing Register Text Templates Settings

E GDPR
This is a full text version of the EU's General Data Protection Regulation for reference and

research

E Data processing agreement

Find here a template of an agreement for contracted external data processing services.

E Confidentiality Agreement
Use this template to instruct employees or service providers about their confidentiality

obligations.

E Data breach notification
I case of a data breach you have to notify your local authority without delay. Find here 2

template for notification.

E EU supervisory authorities

This is a complete list of the EU and EFTA supervisory authorities.



After the system has been fully set up, we recommend creating a first Privacy Toolkit data processing register and store
it, either printed out or as a PDF. If the settings are changed, a new one can be created and saved at any time. Since
the registers are provided with a time stamp, it is thus possible to keep a complete track of when which settings were
effective on the system.

WebAdmin user

On every system delivered there is the ,sysop* user with the same password. He has full access rights and cannot be
deleted. However, we recommend adding the real name of the person responsible as system administrator in the person
name field and setting a new password.

There is a list of all saved users and the user group "Teaching staff" under System > WebAdmin user. To allow the class
teachers to manage the student WiFi, create a new user by clicking on Create under User Management. A dialog box
opens where you can assign a name and password and, if you wish, enter an email address. Select teaching staff from
the drop-down list under ,,Group” so that the user receives the permissions stored there for managing student tickets.

Check the box Active and Access logging.

If necessary, the system administrator can also create other user groups and freely assign authorizations.

* Required fields

Username * tetom

Password: ©  ssesssesans (4 - 32 characters)

Real Name * Teacher Tom
eMail: tom@school.com

Group: Teaching staff

<]

Active:

<]

Access Logging:

]

Administrator:

These are the most important instructions. If you have any questions or need assistance, your IACBOX partner will be
happy to help. For the basic setup of your Classroom edition, he can call up a contingent of three consulting hours from us
as required. Whether it concerns the design of the login page, user or image uploads, etc., depends entirely on what you
like to do yourself and what you don’t. Just keep in mind that configuration details for the network integration of your
system depend on the local conditions and that information from you or your cooperation may be required.

We wish you a successful school year with the IACBOX Classroom edition!



